
 

  

 
US CYBERSECURITY 

By Trisha Prabhu 

INTRODUCTION 
 In the spring of 2020, the Texas-based company SolarWinds 

pushed what seemed to be a regular software update to its 18,000 
customers (Temple-Raston 2021). What those customers (including 
companies like Microsoft and Intel, as well as United States (US) 
government agencies, like the US Treasury) didn’t know was that 
Russian hackers had slipped a piece of malicious code into the 
software update (Temple-Raston 2021). It used this code, which was 
ultimately successful in breaching 100 companies, to launch a 
coordinated, sophisticated cyberattack on American intelligence 
(Temple-Raston 2021). As the National Public Radio (NPR) 
reported, “rather embarrassingly,” the hack actually made its way 
into the Cybersecurity and Infrastructure Agency (CISA), the office 
at the Department of Homeland Security (DHS) tasked with 
protecting federal computer networks (Temple-Raston 2021). 

The SolarWinds hack was an incredibly devastating cyberattack; 
ultimately, it displayed not only the prowess of states like Russia and 
China to target (and then alter or destroy) US intelligence, but the 
weaknesses in the US’s technology infrastructure. 

What does that infrastructure look like today? Who is in charge 
of safeguarding it, and how effective have such efforts been? How can 
we potentially improve those efforts? In this briefing, we’ll explore 
all those questions, and ultimately, you’ll be tasked with charting a 
course for the future of the US tech infrastructure and its 
cybersecurity. In particular, as Congresspeople, it will be your job to 
critically evaluate the information presented – a deep dive into the 
various facets of the problem at hand, a review of past action, an 
analysis of pertinent ideological viewpoints, and a range of potential 
solutions to determine where you stand. 
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EXPLANATION OF THE ISSUE 
Historical Development 

Cybersecurity is a relatively new issue within the US 
government’s purview. That said, with the advent of the Internet and 
digital age, US government leaders quickly recognized the need to 
act/protect the federal government’s rapidly growing computer 
networks. In 2002, following the September 11 attacks on the World 
Trade Center, then-President George W. Bush proposed a bill to 
create the DHS, which, among its many duties, took on the role of 
protecting Information Technology (IT) infrastructure (Townsend 
2019). It would ultimately create a division dedicated to 
cybersecurity (Townsend 2019). 

In the years following creation of DHS, the US government 
struggled with the security of the information on its network due to 
this weak infrastructure being subject to repeated cyberattacks, 
particularly by Russia, and by leaks, facilitated by groups like 
Wikileaks (Townsend 2019). In 2013, then-US government 
employee Edward Snowden was able to copy and leak sensitive 
information from the NSA, raising concerns not only around 
Americans’ privacy protections, but also around the security of the 
US digital infrastructure (Chadd 2020). 

In response, in November of 2018, former US President Donald 
Trump signed into law HR 3359, the “Cybersecurity and 
Infrastructure Security Agency Act of 2018,” which created the CISA 
(“Cybersecurity” 2021). Within the DHS, CISA was tasked with 
(among other things), defending the US government against 
cyberattacks and building sophisticated cyber-tools (“Cybersecurity” 
2021). 

Scope of the Problem 
The security of the US’s tech infrastructure is an issue with a wide 

scope; specifically, the issue extends itself to a subset of key 
problems, including: 1) reliance on computing and digital 
technologies, 2) cyber warfare tactics, and 3) regulation, prevention, 
and oversight of cyberattacks. As you can imagine, these dilemmas 
themselves are rather complex, and thus, are explored in detail in the 
section below. 

Reliance on Computing and Digital Technologies 

With the rise of digital communications and computing, the US 
(along with many other states) has become increasingly reliant on 
computer networks, digital technologies, and the cyberspace, more 
broadly (Serena and Clarke 2016). Currently, the federal government 
only continues to push in this direction: consider, for example, the 
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US Department of Defense’s most recent $10B deal with Microsoft to 
utilize its Azure platform/associated cloud computing services 
(Haider and Arcieri 2021). Contracts with other agencies are likely to 
follow. This has led many to ask: what, exactly, is the right “balance” 
when it comes to the US government’s reliance on modern 
technology? While it certainly provides advantages – efficiency, 
productivity, and advancements in intelligence – the US 
government’s increasing presence in cyberspace is also a key 
vulnerability, in that it makes its infrastructure open to cyberattacks. 
Notably (as discussed in greater detail below), the US is currently not 
a leader in cyberspace (Donnelly and Ratnam 2019). With that said, 
different experts have different assessments of what the “right” cost-
benefit analysis is. In any case, the answer will be critical, as it will 
not only shape the US’s cybersecurity outcomes, but its role as a 
technologically advanced nation (Serena and Clarke 2016). 

Cyber Warfare 

Another key component of the broader cybersecurity issue is 
considering if and how the US can use the threat of cyber warfare to 
deter, and later, tactics of warfare to respond, to cyberattacks. 
According to recent reports, currently, the US’s response to 
cyberattacks is slow, uncoordinated and “woefully wanting” 
(Donnelly and Ratnam 2019); this is, according to officials, due to 
current military leaders’ preference for “traditional” tools of warfare, 
and an inability to recognize the growing dominance and power of 
cyberattacks (Donnelly and Ratnam 2019). It is abundantly clear that 
the US needs to step up its game, however, it’s not exactly clear how 
or what principles it should follow. Should the United States respond 
to all cyberattacks, and make clear its intention to fight back? How 
effective and potentially costly may such an approach be? If the US 
does decide to pursue such a route, how should it “fight” – with 
response attack in cyberspace or with other forms of punishment, 
such as diplomatic and economic sanctions (or both)?  The latter was 
US President Joe Biden’s approach following the SolarWinds attack 
in April of 2021, where he imposed economic sanctions on Russia 
(Scroxton 2021). Lastly, should the US pursue cyber tactics alone, or 
with allies? Ultimately, the answers to all these questions will shape 
the future of not only cybersecurity, but the US’s military success. 

Regulation, Prevention, and Oversight of Cyberattacks 

To date, regulation, prevention, and oversight of cyberattacks has 
been at the discretion of DHS and CISA. As a result, there is very little 
uniformity and transparency into the state of the federal 
cybersecurity infrastructure. Debates currently exist as to whether 
such discretion is the right approach; beyond discretion, others 
argue about the way the US should ready itself and oversee its 
cybersecurity efforts. Should the US government focus its 
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investments in building software and technologies that quickly 
detect attacks, or instead focus on partnerships with both public-
private partnerships with American companies (which, as 
SolarWinds shows, carry its own security risks, but offer greater 
innovation) and diplomatic partnerships with allies around the 
globe? From an oversight perspective, should the US Congress and 
American people be entitled to see reports of cyberattacks, 
responses, and information lost or compromised? Should Congress 
regulate public Internet of Things (IoT) devices, to ensure they 
meet basic standards? Once again, the answers to these questions 
have far-reaching implications, making these dilemmas of critical 
importance. 

Congressional Action 
 To further understand this issue, let us now turn to 1) past 

congressional action taken to tackle these facets of the US’s 
cybersecurity, as well as 2) a brief analysis of why additional action 
needs to be taken. 

First, it’s important to note that action on this issue can take place 
at 2 levels – the state-level, and the federal level (e.g., in the US 
Congress) (we’ll discuss the former in the next section). As for the 
latter, in just the past 1 - 2 years, Congress has proposed, but 
struggled to pass, legislation that aims to secure the US’s tech 
infrastructure (the notable exception to this was the legislation that 
created CISA, signed into law by then-President Trump in 2018 and 
discussed above). For example, in April of 2021, Sen. Gary Peters (D-
MI) and Rep. Rob Portman (R-OH) introduced S 1316, bipartisan 
legislation that would aim to better federal resources for and 
responses to cyberbreaches (Peters and Portman 2021). In 
particular, the legislation would create more transparency around 
cyberattacks in the case of such attacks, the bill would allow the 
Homeland Security Secretary to declare a “Significant Cyber 
Incident”; it would also provide funds to DHS and CISA to allocate 
to affected entities, public and private (Peters and Portman 2021).  
Other legislation has been more focused on securing the US’s place 
as a leader in the world of technology: HR 2153, the “Securing 
American Leadership in Science and Technology Act of 2021” would 
allocate additional funds to growing the US’s tech infrastructure and 
cybersecurity measures/research (Frank 2021). Another bill, 
successfully signed in law, was HR 1668, the “IoT Cybersecurity 
Improvement Act of 202o,” which was introduced by Rep. Robin 
Kelly (D-IL); it required that any public IoT device (e.g. purchased 
by the federal government) meet minimum security standards 
(Henriquez 2020). 

Overall, despite the uptick in attention, Congress has been slow 
to act on cybersecurity. This is, simply put, for 2 reasons: 1) 
disagreements on how best to tackle cybersecurity challenges 
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(discussed in greater detail in the “Ideological Viewpoints” section) 
and 2) lack of education/understanding of cybersecurity, which is a 
highly technical topic – and one that few members of Congress have 
experience with. 

Other Policy Action 
 As noted, policy action on this issue is not constrained to the US 

Congress; plenty of states have taken note of cybersecurity, too. State 
action is connected to/ultimately important for federal 
infrastructure because state infrastructure often interacts with this 
federal infrastructure. Notably, states have been much more 
productive than the US Congress. In 2020, 38 states considered 
more than 280 bills related to cybersecurity; common policy action 
involved 1) regulating government agencies and requiring them to 
put in place cybersecurity measures, and 2) creating commission to 
study cybersecurity and understand how the US can lead in the space 
(“Cybersecurity Legislation 2020” 2021). While few ultimately were 
enacted, these bills reflected a desire to 1) put the US ahead on 
cybersecurity, 2) hold government bodies to higher standards, and 
3) increase transparency, overall (“Cybersecurity Legislation 2020” 
2021). 

IDEOLOGICAL VIEWPOINTS 
Conservative View 

To understand the different viewpoints on this issue, we must 
clearly establish the key ideological areas of tension. In other words, 
what are the key ideologies, or political perspectives, that drive 
conservative and liberal thinking on this issue (and how do they 
differ)? 

Let’s begin with conservatives. Conservatives are driven by 2 key 
guiding philosophies: 1) a predilection for, or bent towards, anti-
statism, and 2) a general desire for greater military action (Smith 
2016). The former means that, as in other areas, conservatives worry 
about overly bureaucratic and government-led solutions to address 
US cybersecurity; indeed, rather than impose regulations on public 
and/or private devices, conservatives would likely advocate for 
information-sharing between the public and private sectors and 
engaging the private sector in the fight to secure the US’s tech 
infrastructure (Clayton 2012). Where conservatives would likely be 
happy to see additional government action is on cyber warfare; in 
particular, conservatives are likely to advocate for an aggressive 
cyber warfare doctrine, both to defend against attacks, and to deter 
them (Clayton 2012). To that end, they would likely advocate for 
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additional funding to be allocated to groups responsible for such 
action. 

Liberal View 
 What about liberals? Liberals take a very different tack from 

conservatives as they are driven by 2 other philosophies: 1) a general 
bent towards increased government and private-sector transparency 
and regulation, and 2) a distrust of military power and extensive 
military action. To that end, liberals see the US’ weaknesses in 
cybersecurity as linked to both 1) a general lack of transparency and 
oversight of responsible US government agencies, and, perhaps more 
importantly, 2) a similar lack of oversight of private sector actors 
(such as SolarWinds) whose security standards directly affect the US 
government (Clayton 2012). To increase oversight, liberals are likely 
to call for increased regulation, such as security standards, audits, 
etc.; they would also likely advocate for strengthening government 
bureaucracy and resources to combat cyberattacks (Clayton 2012). 
As it relates to military involvement, liberals would not be quick to 
suggest aggressive military action, which they may worry will lead to 
mission creep (Clayton 2012). Instead, they are more likely to 
endorse a strong defense system to secure the U.S’s cyber 
infrastructure. 

AREAS OF DEBATE 
Now we will turn to discussion of different policy pathways that 

the House Space, Science and Technology Committee – and 
Congress itself – may choose to implement. Specifically, in this 
section, we will review a number of proposed solutions to address the 
various facets of the US cybersecurity issue. Ultimately, based on 
your assigned representative’s perspective, you may choose to use 
some of these proposed policy solutions as the foundation for your 
bills at Harvard Model Congress Boston 2022. 

 Creating a Subcommittee Dedicated to Oversight 
As we’ve discussed, a key issue under the umbrella that is US 

cybersecurity is transparency and oversight of CISA/associated 
government agencies (Clayton 2012). It can be hard to assess the 
state of the US’s tech infrastructure/its security without additional 
information. Furthermore, it can also be difficult to determine how 
and where to allocate funds and resources, as well as impose 
regulations, if needed, without a clear picture. 

A subcommittee would create a dedicated forum for such 
oversight where members of Congress would be tasked with asking 
for and assessing this information, such that funds to DHS and CISA 
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can be allocated, and regulations passed/implemented accordingly. 
As a note, a subcommittee is a formal body that sits under a large, 
existing committee; in this case, the House Space, Science, and 
Technology Committee. Such a subcommittee could be created to be 
politically neutral, with an even number of Democrats and 
Republicans represented. This body would also lend itself to 
decentralization of decision-making around US cybersecurity – more 
voices, albeit most in government, thinking about the problem. 
Finally, by ensuring cybersecurity is “always on the agenda,” so to 
speak, it would lay the groundwork for additional government 
infrastructure – including other agencies, etc. to follow in helping 
build and sustain a strong tech infrastructure.  

Arguments in favor of such a solution tend to emphasize 1) the 
current dearth of information around the US’s cybersecurity (and 
resulting lack of solutions) and 2) the need for additional 
government involvement in such an important and impactful issue. 
Arguments against such a solution tend to emphasize how such a 
body may, down the line, lead to unnecessary government 
imposition and power. 

Political Perspectives on this Solution 

 Generally speaking, conservatives would be less likely to endorse 
this solution: even if they see the need for additional information and 
oversight, they might worry that such a body will enable unnecessary 
government bureaucracy and rules. They’d also be wary of policies 
that aim to closely watch those at the forefront of cyberattacks – such 
as DHS leaders – whom, they’d worry, as a result, would be less likely 
to endorse aggressive action. 

Liberals, on the other hand, would be more likely to embrace such 
a solution, which they’d see as both 1) promoting transparency of an 
under watched group, and 2) creating an active and large role for 
government to play in the future of US cybersecurity. They’d be 
especially excited about the potential for such a subcommittee to 
ultimately aid (beyond simply tech infrastructure) American citizens 
and businesses. 

 Investing in Cyber Leadership  
We also discussed the US’s wanting cyber infrastructure, and the 

fact that it currently lags the world in its tech abilities (Donnelly and 
Ratnam 2019). This has not only put the US in a vulnerable situation, 
open to cyberattack and threat, it also left the nation behind as a tech 
leader, which is a key measure of geopolitical power in the 21st 
century (Donnelly and Ratnam 2019). 

A solution is to allocate funds towards measures that would help 
propel the US to leadership in the cyber world: working to build 
cutting-edge infrastructure, conducting cybersecurity research, and 
designing the best tools for cyber warfare.  Such legislation could also 
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convene private experts to assist the US in determining best security 
practices (Lucas 2021), as well as help support public-private 
partnerships in the name of cybersecurity. Funds could support CISA 
and DHS, but also government agencies focused on improving 
American competitiveness and innovation, like the National 
Institute of Standards and Technology (NIST) (“About NIST” 2017). 

 Arguments in favor of such a solution tend to emphasize 1) the 
US’s weak role in cyberspace to date, 2) the need to win on the 
cyberspace battlefield, and 3) the implications beyond cybersecurity 
outcomes, including better relationships with private industry and 
research that can aid everyday Americans. Arguments against such a 
solution tend to worry that without proper oversight, such funds may 
ultimately lead to extensive (and potentially unneeded) military 
action on the cyber battlefield. 

Political Perspectives on this Solution 

Conservatives and liberals would, generally speaking, be in favor 
of such legislation: the devil, so to speak, would be in the details. 
Conservatives, for example, would be more excited to fund research 
and tools focused on cyber warfare, while liberals may require that 
the funds be followed-up with reports on spending and outcomes by 
the receiving parties. Overall, this is an area for potential bipartisan 
collaboration, should conservatives and liberals be able to reach 
agreement on the key details. 

 Create an Office Dedicated to Cyber Diplomacy 
 We’ve already noted the US’s lack of direction when it comes 

to cyber warfare, and, using battlefield tactics to respond to and 
prevent cyberattacks (Donnelly and Ratnam 2019). The result is an 
uncoordinated, unfocused response system when attacks do occur, 
and an increasing perception that there aren’t clear repercussions 
if/when another nation targets the US (Donnelly and Ratnam 2019). 

 A solution is to create an office dedicated to helping build that 
direction, in conjunction with the US’s allies: a cyber diplomacy 
office. Indeed, such action could be modeled off of HR 739, the 
“Cyber Diplomacy Act of 2019,” which created such an office within 
the US Department of State; it was tasked with collaborating with 
international actors in a number of areas related to cybersecurity, 
including cyber threats, as well as helping establish cyberspace 
norms (McCaul 2019).  

 Arguments in favor of such a solution note that 1) such 
diplomacy is the diplomacy of the future, 2) it’s important for the US 
to take the reins and a leadership role in cyberspace, and 3) that this 
will help create much more focus and direction to the US’s cyber 
warfare approach – and thus, better tech infrastructure security 
(Garcia and Shilo 2021). Arguments against such a solution note that 
this may simply enable unneeded and unnecessary military action. 
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Political Perspectives on this Solution 

Conservatives are likely to embrace this solution, which they’d see 
as a “step forward” to establishing US military dominance in 
cyberspace. Generally speaking, conservatives are likely to favor 
cybersecurity solutions that involve greater US military aggression. 
They’d also see such an office as an investment – a small entity now, 
that could, as the digital age progresses, eventually become its own 
military agency. 

Liberals, on the other hand, would be more wary. While they’d 
certainly embrace the international diplomacy component of the 
legislation, they’d be more cautious about the potential for such an 
office to spur on unnecessary military action – potentially unrelated 
to cybersecurity. In other words, they’d be open to such a solution, 
but more so with oversight and regulation. 

 

Mandating Infrastructure Security Standards  
Finally, we discussed the lack of uniformity and clear standards 

across the federal government for the security of its tech 
infrastructure; to date, there have been many “recommendations,” 
but few rules (Mitchell 2021). The result is an outdated, vulnerable 
tech foundation for US agencies and, ultimately, the entities that they 
work with. 

A solution is to regulate; in particular, to mandate standards for 
security architecture, for example. This has been done before; for 
example, in May of 2021, President Biden signed into law an 
Executive Order that mandated “zero-trust” security architecture 
across federal agencies (Mitchell 2021). Such architecture assumes 
no trust within the network, always on alert for breach (Mitchell 
2021). Similar changes – to architecture, practices (e.g. how software 
updates are processed, for example), and more – could be a part of 
such a solution. 

Arguments in favor of such a solution note that 1) federal 
cybersecurity is in desperate need of an overhaul and 2) this can be a 
good way to begin a “modernization” push. Arguments against such 
a solution may stem from either 1) disagreements about the efficacy 
of a given strategy/architecture, or 2) concerns about overregulation. 

Political Perspectives on this Solution 

Conservatives and liberals alike are likely to see the value in such 
a solution, particularly given the federal government’s jumbled, 
inconsistent security standards. With that said, liberals are much 
more likely to be friendly to such regulation, while conservatives may 
see such action as veering into unnecessary “micromanagement,” or 
even a future mandate for congressional members to dictate agencies 
they ultimately do not oversee. As is the case for several of the other 
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potential solutions, the viability of compromise will be determined 
by the details. 

BUDGETARY CONSIDERATIONS 
Both investing in the US’s cyber infrastructure (which will require 

new technology investments, etc.) and creating a new Office to 
spearhead US cyber diplomacy (which will require talent, resources, 
etc.) merit important budgetary considerations. Of course, you (as 
your representative) may believe that those are investments worth 
making, but any legislation you write should note that funds must be 
allocated. Note that there may also be administrative costs associated 
with establishing and running a new subcommittee, but otherwise, 
the direct costs are relatively limited.   

CONCLUSION 
In conclusion, the issue of US cybersecurity poses a number of 

important dilemmas for you as representatives to tackle: from 
thinking about the “right” amount of reliance on technology and 
cyberspace, to the role of cyber warfare in securing the US’s tech 
infrastructure, to how to best to regulate, oversee, and prevent 
cyberattacks, there’s plenty to dig into and tackle. As you consider 
these dilemmas, note that, as was clear throughout the briefing, these 
issues intersect with others: one’s military doctrine, perspectives on 
government regulation, and more. Determining how, as a 
representative, you see these various pieces interacting will 
ultimately frame your unique perspective in committee. 

And that perspective matters, because this issue is incredibly 
important. As we continue into the digital age, security of our tech 
infrastructure will not only be a matter of protecting information, but 
a matter of geopolitical power. As you research your stances and 
policy solutions, remember  that the US’s future hangs in the balance. 
It may be difficult to find common ground in committee, but 
compromise will be a necessary step. 

One last note: when exploring bill ideas, you should feel welcome 
to be creative! Don’t hesitate to combine several of the solutions in 
this briefing or use your own ideas (from your own research). This 
briefing is only meant to be a start (not the end-all, be-all) to 
developing your policy stances. 
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GUIDE TO FURTHER RESEARCH 
With that said, your research for Harvard Model Congress Boston 

2022 should not end with this briefing. When pursuing further 
research, where should you look? Now that you have a strong 
command of this topic, dig deeper. Consider exploring 1) the nuances 
of this issue, especially as they relate to potential legislation, 2) the 
stances of your assigned congressional member on this issue and 
related issues, and 3) (given your political perspective,) solutions 
that you may want to spearhead in committee. Which solutions have 
compelling evidence (e.g. they’ve worked in another settings) that 
can make your policy proposal especially strong? To make your 
research successful, consider utilizing the following resources: 

 
1) Explore the bibliography of this briefing. There are sources 
with a wealth of information not covered in-detail in this 
briefing. 
2) Use Congress.gov: This website allows visitors to read, 
explore, and learn more about congressional 
legislation/policy proposals, whether passed, or just recently 
introduced. 
3)  Visit your congressional member’s personal website to 
understand their stance on these issues. As an example: 
https://underwood.house.gov. 
4)  To understand what pundits and private experts think, turn 
to the websites of policy think tanks and NGOs (e.g. the Brookings 

Institute). Try to find proposed solutions advocated by both these 
experts and members of government: these are likely to see more 
success in committee, given widespread agreement. 

GLOSSARY 
Cloud computing – the delivery of important computing 

services (e.g. storage) over “the Cloud” (a phrase commonly used to 
refer to the Internet) 

 
Internet of Things (IoT) – a network of devices embedded 

with sensors or software in order to exchange information with each 
other over the Internet 

 
Anti-statism – a political philosophy that generally opposes an 

intervention by the state   
 
Mission creep – gradual expansion of a military campaign to 

encompass objectives not initially pursued    
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Cyber diplomacy – public diplomacy conducted in cyberspace 

and/or across 21st century communication platforms   
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